finjan

securing your web

How Does Finjan’s Unified Web Security
Solution differ from........ ?

February 2009

FAQ about the difference between Finjan’s unified Web security

solution compared to Anti-Virus, URL Filtering, Reputation Services
and other Security Solutions




© Copyright 1996 - 2009. Finjan Software Inc. and its affiliates and subsidiaries (“Finjan”). All rights
reserved.

All text and figures included in this publication are the exclusive property of Finjan and are for your
personal and non-commercial use. You may not modify, copy, distribute, transmit, display, perform,
reproduce, publish, license, create derivative works from, transfer, use or sell any part of its content in
any way without the express permission in writing from Finjan. Information in this document is subject to
change without notice and does not present a commitment or representation on the part of Finjan.

The Finjan technology and/or products and/or software described and/or referenced to in this material
are protected by registered and/or pending patents including European Patent EP 0 965 094 B1 and
U.S. Patents No. 6092194, 6154844, 6167520, 6480962, 6209103, 6298446, 6353892, 6804780,
6922693, 6944822, 6993662, 6965968, 7058822, 7076469, 7155743, 7155744, 7185358, 7418731 and
may be protected by other U.S. Patents, foreign patents, or pending applications.

Finjan, Finjan logo, Vital Security, Vulnerability Anti.dote, Window-of-Vulnerability, RUSafe and
SecureBrowsing are trademarks or registered trademarks of Finjan. Sophos is a registered trademark of
Sophos plc. McAfee is a registered trademark of McAfee Inc. Kaspersky is a registered trademark of
Kaspersky Lab. IBM Proventia Web Filter is a registered trademark of IBM Corporation. SurfControl and
Websense are registered trademarks of Websense, Inc. Microsoft and Microsoft Office are registered
trademarks of Microsoft Corporation. All other trademarks are the trademarks of their respective owners.

For additional information, please visit www.finjan.com or contact one of our offices:

US & Canada UK & Ireland

2025 Gateway Place Suite 180 Westmead House, Westmead,
San Jose, CA 95110, USA Farnborough, GU14 7LP, UK
Toll Free: 1 888 FINJAN 8 Tel: +44 (0)1252 511118

Tel: +1 408 452 9700 Fax: +44 (0)1252 510888

Fax: +1 408 452 9701 salesuk@finjan.com
salesna@finjan.com

Israel/APAC & India Central & Eastern Europe
Hamachshev St. 1, Alte Landstral3e 27, 85521
New Industrial Area Netanya, Israel 42504 Ottobrun, Germany

Tel: +972 (0)9 864 8200 Tel: +49 (0)89 673 5970

Fax: +972 (0)9 865 9441 Fax: +49 (0)89 673 597 50
salesint@finjan.com salesce@finjan.com
General Benelux & Nordic

Email: info@finjan.com Printerweg 56

Internet: www.finjan.com 3821 AD Amersfoort

The Netherlands

Tel: +31 33 4543555
Fax: +31 33 4543550
salesne@finjan.com

©2009 Finjan, Inc. | How does Finjan’s unified Web security solution differ from....... ? 2



http://www.finjan.com/
mailto:salesna@finjan.com
mailto:salesuk@finjan.com
mailto:salesint@finjan.com
mailto:salesce@finjan.com
file:///C:\Documents%20and%20Settings\Administrator\Local%20Settings\Temporary%20Internet%20Files\oshalitin\Local%20Settings\Temporary%20Internet%20Files\Content.Outlook\Local%20Settings\Temporary%20Internet%20Files\Content.Outlook\Local%20Settings\Temporary%20Internet%20Files\Content.Outlook\Local%20Settings\Temporary%20Internet%20Files\Content.Outlook\My%20Documents\My%20Documents\ikeleti\Local%20Settings\Temporary%20Internet%20Files\OLK5A\info@finjan.com
http://www.finjan.com/
mailto:salesne@finjan.com

Table of Contents

1. How does Finjan Secure Web Gateway differ from Anti-Virus

SOIUTIONS? e s e e s 5
1.1 Anti-Virus Solutions for Web SeCUrity ...cuuieeeeeeciiiiiirrinrresssssss e seenennnes 5
1.2 Finjan’s Unified Web Security Solution compared to Anti-Virus

Y0 ] U1 o 0 6
1.3 Anti-Virus as part of Finjan’s Secure Web Gateway................cceeeeeeeeee 7
2. How does Finjan Secure Web Gateway differ from URL

fIIteriNgSOIULIONS 2. euie e 7
2.1 URL-filtering solutions for wWeb SECUTNitY o cceeiirieeeeeeececeee e ee e 7
2.2 Finjan’s unified Web security solution compared to URL filtering

SOIUTIONS e nnnnnnn 8
2.3 URL filtering as part of Finjan’s Secure Web Gateway..........cccceuuu.ee. 9
3. How does Finjan Secure Web Gateway differ from
RepUtation SErviCES? ... 10
3.1 Reputation Services for Web SECUTILY wuurcierirrreeremmnnnssssssereeeenmnnsssnnns 10
3.2 Finjan’s unified Web security solution compared to Reputation
YT Yo = 10
4.How does Finjan Secure Web Gateway differ from client-

based security productS? .......coooviiiiiiiiiiiii e 11
4.1 Client-based Security Products for Web Security .......cceeevriinnsiinnnnnns 11
4.2 Finjan’s unified Web security solution compared to Client-based

SECUINITY PrOTUCTS wuveeeeereeeeeerennnnnsnsnnssssssnssssssssssssnnsssssssssssssssssssssnsnsssnnnnns 12
5.How does Finjan Secure Web Gateway differ from Intrusion

PreventionSecurityProducCtS?. ... 12
5.1 Intrusion Prevention Security Products for Web Security .........ccuu.. 12
5.2 Finjan’s unified Web security solution compared to Intrusion

Prevention Security ProdUCES....ccociiiniinnsinssssssssssssssssssssssssssssnnens 13
6. How does Finjan’s Unified Web Security Solution differ from

NetWOrKFIreWallS? ... 14
6.1 Network Firewalls for Web SeCUrity ..omciiimeeciiirreeecccerre s ee e eeeees 14
6.2 Finjan’s unified Web security solution compared to Network

FIr@WaAlS .o e 14

©2009 Finjan, Inc. | How does Finjan’s unified Web security solution differ from....... ? 3




7.How does Finjan’s Unified Web Security Solution differ from

Sandboxing SolutioNS? ... 15
7.1 Sandboxing Solutions for Web SeCUTtY ...ueeeeeeeemmemmmmmmmmmmmmmmmmnmnnnnnnnns 15
7.2 Finjan’s unified Web security solution compared to Sandboxing

SECUTItY SOIULIONS wueeeeeeeeeeeeeeennnneneseeeeesenesneeseessssnnssssse s sssssssnsnsnsnnnnsnnnnnns 16
8.How does the Finjan Secure Web Gateway differ from other

Web Security SOIULIONS? ..o 16
8.1 Today’s Web Threat Landscape .......cccccccoiimmmeeciiimmemssssrrscessssesessssssesenes 16
8.2 Finjan’s Active Real-Time Content INSPECtioN .....cccevvvrririsnssssnsssssnnnns 17
8.3 Finjan’s Secure Web Gateway for simplified administration and

(=70 [0 Yo =T o 0 0 19

©2009 Finjan, Inc. | How does Finjan’s unified Web security solution differ from....... ? 4




1. How does Finjan Secure Web Gateway differ from
Anti-Virus solutions?

1.1 Anti-Virus Solutions for Web Security

It has been more than 25 years since the first computer virus appeared in 1982. Anti-Virus
solutions were created to protect against known threats, and are therefore by nature reactive
and signature-based. They served companies well during the time when attacks were static in
nature and malicious code was mainly served from small and unknown websites. This made it
fairly easy to signature and to block it with an Anti-Virus solution.

In today’s dynamic cyberattacks, malicious content is mutating during distribution, so no
matching signature is available. Anti-Virus cannot fully block JavaScript code since it can be
written in different ways, and can also easily be changed. To block such a code, a signature is
required for each possible code structure. Even with the use of statistical models, only limited
success can be achieved. Different Anti-Virus vendors also deliver different scanning results.

Even the AV industry itself is aware of AV’s limitations.

e Symantec’s senior director for product management Brian Foster stated that “everyone
agrees signature-based defense is not enough,” and that “the number of variants is
increasing.”

e Trend Micro’s CEO Eva Chen stated in June 2008: “for me for the last three years I've
been feeling that the anti-virus industry *fails*. If you have 5.5 million new viruses out
there how can you claim this industry is doing the right job?”

Cybercriminals routinely bypass AV security by making sure that their malicious code is
dynamic and obfuscated to ensure that no matching signature for detecting and blocking is
available. Anti-Virus was never designed to handle the latest wave of dynamic attacks.
Cybercriminals made their malicious code dynamic and obfuscated serving it from legitimate
compromised websites and Web 2.0 sites. These dynamic attacks heighten the infection ratio
and minimize the chance f detection by Anti-Virus solutions.
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1.2 Finjan’s Unified Web Security Solution compared to Anti-
Virus Solutions

We have seen that with Anti-Virus solutions, protection is available after malicious content has
been analyzed and a signature has been created. Cybercriminals know that such signature-
based security solutions can only detect and block malware that has been seen before and has
been issued a signature. They are therefore looking for new vulnerabilities they can exploit and
abuse those vulnerabilities for which no security patch has been issued by the software vendor
and no signature exists yet. These are the zero-hour vulnerabilities that cybercriminals go for.
Since software vendors are unable to release patches for reported vulnerabilities on the spot, a
Window-of-Vulnerability™ appears. This refers to the time between the moment a vulnerability
becomes known, and the moment a patch is available to solve it. This creates an opportunity
for cybercriminals to successfully conduct their attacks.

Window-of-Vulnerability™

Known Virus Virus Virus Database Actual Point
Systeml Releasedl Reported Updated of Protection
Vulnerabilities v v v
Published
Anti-Virus
Customer Patch Initial Vendor Works Customer Rolls Out
Management | Propagation on Fix New Database
N B B R )
Virus Continues to Propagate
< >

Window-of-Vulnerability™

< Customer is at risk during this period of hours/days

>
(© - Finjan

Figure 1 - Window-of Vulnerability, showing the time of risk

Finjan takes a completely different approach. Utilizing its patented active real-time content
inspection, Finjan’s unified Web security solution provides powerful proactive security with
minimal patch management overhead that does not rely on signatures. Finjan’s active real-time
content inspection analyzes each and every piece of inbound and outbound Web content in
real time, and determines what this code intends to do. Known and unknown crimeware,
malware, Trojans, targeted attacks and other malicious web content are detected and blocked
before they are able to penetrate corporate networks, even when hiding in SSL traffic.
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1.3 Anti-Virus as part of Finjan’s Secure Web Gateway

Finjan Secure Web Gateway provides organizations with a unified web security solution. As an
additional security layer, three optional Anti-Virus modules are available as part of the Finjan
Secure Web Gateway. This enables gateway-based virus scanning for known malware files
and therefore further reduces the risk of compromised PCs. This multi-layered protection of
both known and unknown threats improves both security and performance throughout the
enterprise.

RSLX 28 YSyid 27T Csblytien tyeQafety{ofd>®@ dzNBS

“CAYyOS
net work has dramatically i mproved,
Karel Lankhorst, Head of Management & Supporit at Hospital St Jansdal

The deployed solution dfospital St Jasdalconsists of Finjan Secure Web Gatewe
with Anti-Virus module

2. How does Finjan Secure Web Gateway differ from
URL filtering solutions?

2.1 URL-filtering solutions for web security

URL filtering is an excellent solution for controlling employees’ browsing habits for improving
productivity and network performance, as explained in section 2.3. However, it is not the
optimal choice for Web security, since URL-categorization vendors use Web crawlers to map
the Web and assign a category to each URL, such as advertisement, finance, gambling. Those
URLs are collected in a database which by the dynamic nature of the Web requires constant
updates.

Needless to say, it is almost impossible to map the entire Web this way, especially since
websites are highly dynamic and keep constantly changing. As a result, such databases can
only be as accurate at their latest scan.
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URL-filtering solutions try to address malicious code by categorizing “hacking sites” that
cybercriminals use. These opportunistic websites are often too short-lived to be categorized.
Cybercriminals also add their malicious content to websites that keep on being categorized as
legitimate by URL-filtering solutions. They also deploy anti-forensic methods to effectively
evade URL-filtering and categorization crawlers by indentify their IP address, replying to these
engines with legitimate content. Often specific inner pages on legitimate websites are infected
while other pages remain benign - typically URL filters are not able to differentiate.
Cybercriminals are therefore able to substantially enhancing their chance of their content going
undetected.

Dynamic URL-filtering tries to classify websites (which are not in the database yet) based on
text and graphics. However, legitimate text and graphics are no guarantee for a 100% malware-
free website, especially since most infected webpages are on compromised legitimate
websites. Recent industry numbers indicate that 75% to 90% of malware on the web is situated
on infected legitimate websites.

2.2 Finjan’s unified Web security solution compared to URL
filtering solutions

Finjan’s unified web security solution utilized its patented and industry-recognized active real-
time content inspection against Web threats. It is therefore uniquely positioned to handle the
latest Web attacks, malicious code that is dynamic and obfuscated; malicious Web content
served from legitimate compromised websites and Web 2.0 sites. It is therefore able to detect
and block dynamic attacks aimed at heightening the infection ratio and minimizing the chance
of detection by URL filtering solutions. Furthermore, Finjan can also apply HTML repair, remove
the malicious code and deliver the legitimate content, in contrast to completely blocking the
URL.

Recently, cybercriminals are embedding their dynamically obfuscated malicious code not only
on webpages but also in rich-content file types such as PDF and Flash that are all over the
Web. These techniques set a new challenge for security solutions and organizations to detect
and block malware in real time - before the malware can enter the corporate network.

Since gateway-based URL filters can only detect and block websites as long as these websites
are stored in the URL database, they cannot block websites with Crimeware advertisements or
malicious code, such as iframes, from accessing confidential corporate information and taking
control of the end user's computer. URL-filtering was never designed to detect and block
malicious code stored in legitimate caching servers, search engines or Web 2.0 sites. Finjan
can also apply HTML repair, remove the malicious code and allow the good, rather than block
the URL.
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Finjan Secure Web Gateway provides organizations and enterprises with a unified web security
solution, utilizing Finjan’s patented real-time content inspection. Inbound and outbound
communication, regardless of its originating URL and without signature-matching, is inspected
to prevent data-stealing malware from infiltrating networks. The behavior-profile of active
content is built in real time and compared to the security policy.

2.3 URL filtering as part of Finjan’s Secure Web Gateway

Finjan Secure Web Gateway enables productivity, liability and bandwidth control combined with
superior Crimeware filtering, by integrating two leading URL-filtering solutions (IBM Proventia
Web Filter® technology or Websense). As a result, this unified solution gives organizations
control, security and compliance for all their web productivity, liability and security.

With Finjan Secure Web Gateway, organizations can set policies for dozens of web categories,
including Web 2.0, business related sites, Web email, streaming media, personals/dating,
society/lifestyle and dozens others.

Policy setting can also be based on users/groups. Flexible Internet use policies can be based
on allow/block/coach and can also be controlled by content download size. Filters can also be
set up for specific time of day. With Finjan’s powerful central management, organizations and
administrators can easily manage and control all Finjan Secure Web Gateway features
including URL-filtering, via an easy to use task-based interface.

“Finjan is the market leader with a proven systerh
Richard SwannT Infrastructure Manager at the UK Institute of Directors

The deplogd solution atoD consists of Finjan Secure Web Gateway WRI
filtering engines
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3. How does Finjan Secure Web Gateway differ from
Reputation Services?

3.1 Reputation Services for Web Security

Reputation services rely on the reputation score of website domains. They address Web threats
by assigning a reputation score to domains. Parameters consist of the IP of the hosted site, the
owner of the site (such as a Fortune 500 company), how long the domain is registered, and
whether the URL appears in mass spam emails. Reputation scores only apply for domains, and
not for individual webpages. Malicious pages can therefore exist on legitimate websites with
high reputation scores.

But reputation-based filtering doesn’t protect employees when surfing the Web or accessing
Web 2.0 websites and applications. Cybercriminals use anti-forensic methods to evade
reputation services crawlers by inserting crimeware advertisements or malicious code into
legitimate websites as well as malicious pages on Web 2.0 websites such as Wikipedia,
MySpace and blogs.

3.2 Finjan’s unified Web security solution compared to
Reputation Services

Finjan takes a completely different approach. Finjan’s unified Web security solution utilizes its
patented real-time content inspection to analyze each and every piece of inbound and
outbound Web content based in what its intentions are - regardless of its origin.

During an audit at a major US hotmei
content inspection technology stripped a malicious ad on a major worldwide nev
website during a drivdy cyberattack. The malicious ad was blocked, while the re

of the webpage was served. It became clear to the hospital thatn j an’ s
solutionisable to address targeted attacks that bypass other solutions without o
blockingor relying on the excellent reputation of the website
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4. How does Finjan Secure Web Gateway differ from
client-based security products?

4.1 Client-based Security Products for Web Security

Client-based security products - such as anti-crimeware and anti-spyware - are installed on the
operating system (e.g., Microsoft Windows) of the end user. As a result, these products are as
vulnerable as the operating system on which they are running. If the operating system is
vulnerable to the execution of a file without a notice, any security product that is based on these
operating system events is vulnerable as well. This results in a significant weakness of client-
based security products. In addition, if the client-based anti-crimeware is using a reactive
technology such as signature and URL-Filtering databases, any malicious content that was
never analyzed at the vendor’s lab and for which a signature has yet to be created, will not be
detected.

Malware writers stay ahead of pattern matching by developing new malware or variant strains
of existing malware at an alarming speed. With the time needed for anti-malware vendors to
discover and analyze new malware and malware variants, prepare accurate recognition
patterns, and distribute updates to client devices, there is a Window-Of-Opportunity™ (as
explained in section 1.2)

Furthermore, cybercriminals are aware that pattern files have no theoretical limit in size. They
know that as the pattern files grow in size, the consumption of processing, memory, and
storage on the client devices to scan messages and files for the existence of malware also
increases. This puts a huge strain on computing resources and effects the Total Cost of
Ownership (TCO) negatively, as does the increase in file update frequency deployed by
cybercriminals. More frequent file updates lead to more instances of updating (e.g., from weekly
to daily) by IT and security personnel. In addition, a corresponding higher level of enterprise
bandwidth usage will be needed for the frequent updates of the anti-malware software provider
that has to be installed on each end-user computer throughout the organization.

These facts leave the end-users and the enterprise itself vulnerable despite the availability of
security products on their machines.
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4.2 Finjan’s unified Web security solution compared to
Client-based Security Products

Finjan’s approach to Web security is completely different form client-based approaches that
cannot detect any malicious content that was never analyzed at the vendor’s lab and for which
a signature has yet to be created. Finjan’s unified web security solution utilizes active real-time
content inspection that analyzes the program code at the gateway. It therefore proactively
detects malicious behavior at the gateway and blocks it before the code has a chance to install
itself on the end-user machine. It is therefore able to handle today’s increasing wave of
sophisticated and blended threats, since it bypasses any potential weaknesses in client-based
security products, as well as vulnerabilities in the underlying operating system. Furthermore,
gateway-based Web security solutions (such as Finjan Secure Web Gateway) are flexible and
easy to manage, in contrast to client-based security products that are cumbersome, since they
force the enterprise to regularly manage and update its many desktops.

5. How does Finjan Secure Web Gateway differ from
Intrusion Prevention Security Products?

5.1 Intrusion Prevention Security Products for Web Security

Intrusion prevention (also known as Host Intrusion Prevention and Network Intrusion
Prevention) is a defensive approach to network security. Like an intrusion detection system, an
intrusion prevention software system monitors network traffic. It is a reactive technology, using
a set of rules established by the network administrator such as taking action once unauthorized
access to the network is detected.

The latest intrusion detection/prevention mechanisms monitor and respond to traffic patterns as
well as individual packets. They can include address matching, HTTP string and substring
matching, generic pattern matching, TCP connection analysis, packet anomaly detection, traffic
anomaly detection and TCP/UDP port matching. They support many protocol types, providing
they are clear text protocols such as HTTP. These solutions rely on a database of known
patterns to identify attacks and alert administrators. Vendors regularly publish the number of
vulnerabilities they can block. They can inspect many protocols, but are severely limited in
inspecting secure protocols like HTTPS and Secure FTP.

In short, these products were not designed and are therefore not capable to detect complex
Web threats that operate at the application level.
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5.2 Finjan’s unified Web security solution compared to
Intrusion Prevention Security Products

In contrast to intrusion prevention products that are reactive in nature and rely on what is
included in their databases, Finjan’s unified web security solution uses Finjan’s active real-time
content inspection technology to scan each and every piece of incoming and outgoing Web
content in HTTP/HTTPS/FTP to detect and block malware. Intrusion prevention products can
only indentify clear text protocols such as HTTP, while Finjan analyzes inbound and outbound
web content, even when hiding SSL- traffic.

St. Bonifatius Collega The Netherlands chose Finjan since it can deliver a true
solution against dynamic malicious content like Crimeware and Trojans, while

guaranteeing safe browsing by its students.part of the Secure Web Gateway,
apolicy serveand a scanneare integratedto support the computer users of the
College. The scanner also includes SSL scanning.

Furthermore, intrusion prevention products are limited in their ability to block a JavaScript code
from accessing the local disk to get users’ passwords, since these kind of attacks relate to a
webpages or Web content that is spread over many packets including codes at different
locations.

Finjan’s unified Web security solution can block these kinds of attacks since it aggregates all
packets to create one stream representing the webpage or Web content. By inspecting the
JavaScript code, Finjan’s active real-time content inspection detects such local disk access
behavior and blocks it.

Although some intrusion prevention products use the term behavior analysis, this has
completely different meaning compared to Finjan’s. The intrusion prevention products define
behavior analysis as relating to the flow of packets, while Finjan’s behavior-based analysis
relates to the actual program code in a given webpage or Web content.
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6. How does Finjan’s Unified Web Security Solution
differ from Network Firewalls?

6.1 Network Firewalls for Web Security

Network firewalls operate mostly on the network level. They are useful for intrusion prevention
and remote access control (Layer 2-4). They limit access into the network to designated
protocols and services only. Firewalls either block or allow a certain port, but don’t inspect the
content allowed to pass through. To support business operations, firewalls leave port 80
(HTTP) and port 443 (HTTPS) open. Network firewalls can block TCP/IP protocol spoofing
attacks, since these attacks relate to network protocols and can be detected by analyzing
single packets at a fixed location.

6.2 Finjan’s unified Web security solution compared to
Network Firewalls

In contrast to Finjan’s unified Web security solution, network firewalls were not designed to
protect against dynamic threats and Web 2.0 attacks. Although they are able to block TCP/IP
protocol spoofing attacks, they cannot block attacks that relates to webpages or Web content
that are spread over many packets and include active code at different locations.

Finjan’s secure Web gateway solution blocks these attacks since it aggregates all packets to
create one stream representing the webpage or Web content. By inspecting the JavaScript
code, Finjan’s active real-time content inspection technology detects such local disk access
behavior and blocks it accordingly.
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7. How does Finjan’s Unified Web Security Solution
differ from Sandboxing Solutions?

7.1 Sandboxing Solutions for Web Security

The term “sandboxing” in computer security relates to methods enabling the execution of a
program in a tightly-controlled environment. It is a common strategy developed and used by
security vendors to enable their behavior-based engines to execute a code in a controlled, real-
time, restricted area — the “sandbox environment.” If the behavior is suspicious or malicious, the
partial installation of the code within the sandbox will be blocked and cleaned up.

In order to achieve this goal, the sandboxing security program hooks to Operating System (OS)
resources and replaces external function calls with custom ones. These methods allow the
security program to intercept each call used by the monitored program during execution. The
result of such interception will allow the security program to identify whether the call is malicious
or not.

However, during Operating System updates and upgrades, the OS vendor (e.g. Microsoft)
usually adds new function calls that programs can use (enhanced functionality). Normally, the
sandboxing security product is not aware of these updates.

Sandboxing security products can monitor a program and block its attempt to access the local
disk. In order to achieve that, the sandboxing security product will replace function calls within
the original program with its own. This is a CPU and memory intensive process that slows down
the execution of the program.

Only a few sandboxing security solutions run on the gateway. When faced with an attack, the

sandboxing solution must activate the program with all possible options, which is virtually
impossible.
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7.2 Finjan’s unified Web security solution compared to
Sandboxing Security Solutions

Finjan’s unified Web security solution operates completely different form sandboxing security
products. Finjan’s active real-time content inspection technologies do not need to execute the
program in a sandbox.

Furthermore, Finjan’s solution does not need to connect to any Operating System resource,
since the actual program code is scanned on the gateway. In contrast to sandboxing products,
no replacement of any function call in programs is needed.

As a gateway solution, Finjan’s unified Web security solution can block any web-borne attack,
since it aggregates all packets to create one stream representing the webpage or Web content.
By inspecting the JavaScript code, it can detect such local disk access behavior and block it.

8. How does the Finjan Secure Web Gateway differ
from other Web Security Solutions?

8.1 Today’s Web Threat Landscape

During the last few years, there has been a significant rise in attempted and successful data
breaches, focused on stealing valuable data that can be used or traded for profit. Financial and
healthcare related information, single sign-on login credentials for organizations, and email
exchanges are prime targets.

The cybercrime evolution is quite spectacular.

e The first phase consisted of the commercialization of malicious code
(as covered in Finjan’s Web Security Trend Report Q2, 2006)

e |t was followed by the use of code obfuscation as a means to bypass traditional
signature-based solutions in order to propagate malicious code.
(as covered in Finjan’s Web Security Trend Report Q4, 2006)

e The next stage was the introduction of evasive attacks, designed to evade anti-virus or
the URL filtering solutions
(as covered in Finjan’s Web Security Trend Report Q2, 2007)

e Cybercriminals then started to use Crimeware-as-a-Service to enhance their operations
(as covered in Finjan’s Web Security Trend Report Q1, 2008)
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e Cybercriminals started copying the structure and modus operandi of organized crime
syndicates
(as covered in Finjan’s Web Security Trend Report Q2, 2008)

e Malicious obfuscated code remains a favorite crime tool, and is now not only
embedded in standalone or embedded scripts in HTML webpages, but also in rich-
content files
(as covered in Finjan’s MPOM September 2008)

For protection, organizations are opting for a Secure Web Gateway solution that protects them
against today’s attack vectors such as dynamic code obfuscation, the use of legitimate
websites to distribute crimeware, the spread of infections through ads, the use of pdf and Flash
files to distribute their malware, as well as against the use of SSL and Trojans phoning home to
steal data for illegal profit. Finjan addresses all of these vectors with its unified web security
solution, using its patented real-time content inspection.

8.2 Finjan’s Active Real-Time Content Inspection

Active web security technologies were introduced to combat the latest wave of dynamic and
obfuscated attacks as outlined above in section 8.1.

Finjan pioneered the Web security market with its groundbreaking web security technology that
is currently protected by 24 granted patents worldwide. Finjan’s industry-recognized active real-
time content inspection technology inspects inbound and outbound communication, regardless
of its originating URL and without signature-matching, to prevent data-stealing malware from
infiltrating networks. The behavior-profile of active content is built in real time and compared to
the security policy.

G CAyal yQitimé vizh decndty phofedtsior network from stealthy Trojans
and Crimewareg
Kaj Siekman, Security Coordinator of @ity of Utrecht The Netherlands

A Yy 2 Yy Q& -basBdietskcrdyNds been invaluable to us in blocking
malicious code embedded in Active Content, keeping our critical information
aeaidsSya FTNBS FTNRY 6S060 GKNBlIGaés

Marc Lindike, Vice President Operations and Services atimech Airport
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Finjan’s unique technology scans each and every piece of incoming and outgoing Web content
in HTTP/HTTPS/FTP to detect and block malware, Trojans, targeted attacks and other
malicious web content before they are able to penetrate corporate networks, even when hiding
in SSL traffic. Inspected content remains encrypted when entering and exiting the appliance,
ensuring that unencrypted traffic doesn’t leave the appliance to avoid eavesdropping.
Furthermore, Finjan’s Acrobat Flash and PDF content inspection features enable the detection
and prevention of active content embedded in rich content types in real time.
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8.3 Finjan’s Secure Web Gateway for simplified
administration and reduced TCO

In today’s economic climate, overall IT budgets are reduced due to the economic downturn.
However, security spending among enterprises remains strong. Two reports from Forrester
Research and a survey conducted by Finjan show that organizations tend to dedicate a larger
part of their total IT budgets to IT security. However, budgets are under scrutiny and
organizations are therefore trying to get the most out of their spending and to reduce the Total
Cost of Ownership (TCO) of their IT investments.

IT security departments are not only facing new challenges in protecting valuable business data
against the ever-increasing wave of cybercrime attacks, but also need to deal with the recent
new economic challenge. As a result, organizations are looking for a comprehensive security
solution with low TCO that covers all their Web security needs and is simple and easy to
administrate and manage.

Finjan Secure Web Gateway is uniquely positioned to meet these criteria. Its Low Total Cost of
Ownership (TCO) is achieved by utilizing a single appliance that centrally manages all security
features, saves power consumption, floor space, hardware-related costs, and reduces
administration time.
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Figure 3- Finjan Unified Web Security Solution
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